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1 Introduction

All web-applications of the European Commission dealing with (1) Sensitive Non-Classified data according to
System Security Plan or (2) Sensitive Non-Classified personal data according to the GDPR definition MUST
implement two-factor Authentication.

Enabling two-factor authentication (2FA) is one of the most effective measures to combat credential theft. It
requires a second piece of information beyond username and password. This can be a knowledge factor
(something the user knows e.g. a PIN), a possession factor (something the user has e.g. a security token, a
mobile device or smartphone app) or a biometric factor (e.g. fingerprints, facial and woice recognition).

By providing a second layer of authentication, 2FA increases the security of data to a much greater extent. If,
for instance, a password is compromised, it offers another layer of protection to block unauthorized access.

ARACHNE users will have to use their EU Login plus a second means of identifying themselves when
accessing the application.

2 How to sign in to “EU Login” using 2FA

In this section we will list briefly the different types of 2FA methods used by EU login when connecting to
ARACHNE.

A more detailed explanation can be found in the EU Login User Guide \ia the following link:
https://webgate.ec.europa.eu/cas/manuals/EU _Login_Tutorial.pdf.

ARACHNE supports four verification methods of 2FA available to non-Commission staff to signin to “EU
Login™:

1. EU Login Mobile App PIN Code

2. EU Login Mobile App QR Code

3. Mobile Phone + SMS

4. Trusted Platform

¢ Introduce your email address and your password,
e Select your 2FA wverification method and click sign in.

Arachneweb requires you to authenticate

Sign in to continue

Welcome back

n00051mm
(External)

Sign in with a different e-mail address?

Password

Lost your password?

Choose your verification method

.o
HH od; -~ ) k:l Select 2FA method
M Use ) gistered EU Login Mobile
appt ur identity

The following sections explain which preliminary actions need to be taken by the user before 2FA can be used
with EU login.
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2.1 EU Login Mobile App —-PIN code

User installs an App on his/her smartphone and the authentication will be done through the App via a pin
code:

Arachneweb requires you to authenticate

Sign in to continue

Welcome back

o o
EU Login Mobile App PIN
S3% code v
""" Use ¥« ogin Moblle
appto y

Prerequisite: User has already added his/her mobile under “My Account”. If not yet done, the steps are
described in detail in 3.1 ANNEXA : Install and initialize the EU Login mobile app.

Stepsto perform:

1. Enteryour password in the "Password" field, select "EU Login Mobile App PIN Code" as the verification
method and click on "Signin".

2. If you have registered more than one device with an initialized EU Login Mobile App, you will be asked to
select the one you would like to use (Click on the device using the name you provided).

EU Login sends a notification to your mobile device.

Tapping on the notification triggers the launch of the EU Login Mobile App.

5. The EU Login App prompts you to enter your PIN code. Enter your PIN code or use biometric recognition
and tap on "Authenticate”.

This automatically completes the process on your PC that proceeds to the senice you requested to use.
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2.2 EU Login Mobile App-QR code

User installs an App on his/her smartphone and the authentication will be done through the App viaa QR
code:

Arachneweb requires you to authenticate

Sign in to continue

Welcome back

n00051mm

tion method

EU Login Mobile App QR
00  code ~
O%  Gen password with

the E o

Prerequisite: User has already added his/her mobile under “My Account”. If not yet done, the steps are
described in detail in 3.1 ANNEXA : Install and initialize the EU Login mobile app.

Stepsto perform:

1. Enteryour password in the "Password" field, select "EU Login Mobile App QR Code" as the verification
method and click on "Sign in".

A QR code is displayed on the screen.

Start the EU Login Mobile App on a mobile device where it has been previously initialised. Tap on "Scan
QR Code".

4. The QR code scanner starts on your mobile device. Point the camera of your mobile phone to your PC
screen until the QR code is recognised.

The EU Login Mobile App displays a one-time password composed of digits and characters.

Type the one-time password in the "code generated by your app"” field and click "Sign in" to proceed to the
senvice you requested to use.
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2.3 EU Login Mobile phone + SMS

Authentication is done via an SMS that will be sent to your mobile phone.

Arachneweb requires you to authenticate

Sign in to continue

Welcome back

Mobile phone

International format including eountry code, e.g. for

Belgium: +32 123 45 67 89

Prerequisite: Valid phone number should be registered via EU Login -> My Account details. If not yet done, the
steps are described in detail in 3.2 ANNEXB : Install and initialize the EU Login mobile app.

Stepsto perform:

1. Enteryour password in the "Password" field and enter a previously registered mobile phone number in the
"Mobile phone" field, starting with a plus sign and with the country code. Do not include dots, parenthesis
or hyphens.

Enter your mobile phone number.

When clicking "Sign in", an SMS is sent to your mobile device. The SMS contains a challenge code made
of nine characters (three blocks of three characters) separated with hyphens (minus sign).

4. Type the challenge you received in the "SMS text challenge" fields and click on "Sign in" to proceed to the
senvice you requested to use.

Arachne —2FA - Version 1.0 page5



* X x

* *
* *
* *

*xk

European
Commission

2.4 Trusted Platform

User uses Windows Sign-in option, no need to use a mobile phone to authenticate using 2FA:

arachneweb requires you to authenticate

Sign in to continue

Welcome back

[ T |
(External)

Sign in with a different e-mail address?

Password

Lost your password?

Choose your verification method

Security Key or Trusted
Platform

% Use a security key or trusted V

platform to authenticate with EU

Login.

Prerequisite: User needs to set up one of the ‘Windows Hello’ options. If not yet done, the steps are described
in detail in 3.3 ANNEXC : Activate Windows Hello.

Stepsto perform:

1. Enteryour password in the "Password" field, select "Security Key or Trusted Platform" as the verification
method and click on "Sign in".

2. The system will detect which method you have activated using Windows Hello. Depending on the
activated method you can key in your PIN code, scan your fingerprint or use your camera to authenticate.

3. You can now proceed to the senice you requested to use.
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3 Annexes

3.1 ANNEXA : Install and initialize the EU Login mobile app

1. Gotothe page https://webgate.ec.europa.eu/cas/login and connect withyour EU Login.

2. Once successfully authenticated, move the mouse over the gear at the top right corner to display the
menu and select "My Account™.

3. Select “Manage my mobile devices” in the menu.

My Account

4 2 £

My account details Configure my account Managa my mobila

devices

(*E =] O

Manage my Security Link my elD Display my sessions
Keys and Trusted You can link your ¢1D to your EU You can view the sessions opencd
Platforms Login account. for visited applications.

4. Click on “Add a mobile device”.

Manage my mobile devices

® | ®

Add a mobile device Delete a mobile device

Change EU Login app
PIN code

5. Giwe the device a name and enter a 4 digit pin for linking the device to your EU Login account, confirm the
pin code and click submit.

Add a mobile device

Please give a name o identify your mobile device and

a PIN code fo use for it

Your device name

Your 4 digit PIN code

You will be required to enter this PIN code on your
mobile device to use the EU Login mobile app.

Confirm your PIN code

m concel
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6. Scanthe QR code with the EU Login mobile app that you want to install on your smartphone or tablet
(Android or |0S).

Add a mobile device

Scan this QR code using
your EU Login mobile
app.

7. In the EU Login mobile app:
e Click ‘Initialis€’
e Scanthe QR code
Enter the same pin code that you entered in step 4
A notification pops up for a ‘pending approval for device registration’. Tap it
You can choose to enable biometric authentication
Your device is registered and linked to your EU Login account.

8. When the device is registered, you can go back to the application and authenticate using two-factor
authentication.
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3.2 ANNEXB : Install and initialize the EU Login mobile app

1. Goto the page https://webgate.ec.europa.eu/cas/login and connect withyour EU Login.

2. Once successfully authenticated, move the mouse over the gear at the top right corner to display the
menu and select "My Account”.

3. Click on "Manage my mobile phone numbers".

My Account
-t ) )
My account details Configure my account Del t

4. Click on"Add a mobile phone number".

Manage my mobile phone
numbers

+52125
456789

Add a mobile phone
number

4 My Account

5. Enter your mobile phone number in the "Mobile phone number" field, starting with a plus sign and with the
country code. Do not include dots, parenthesis or hyphens.

When clicking "Add", an SMS is sent to your mobile device.
The SMS contains a challenge code made of eight characters separated with a hyphen (minus sign).

Add a mobile phone number

Mabile phene number

International format including country code
&.q. Tor Belgium: +32 123 45 67 89

Add Cance|
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6. Type the challenge code you received in the "Text message challenge code" fields and click on "Finalise".

Challenge code for adding a
mobile phone number, sent by
text message

Please enter the challenge code that was texted to
yeur mebile phomne,

It might take up to & minutes for the message to reach your
modile phone

Mobile phone number

| +32123456T200

Text message challenge code

Arachne —2FA - Version 1.0 pagel0
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3.3 ANNEXC : Activate Windows Hello

In order to activate the Windows Hello option you need:

to have local administrator rights on your laptop/pc
to request your IT department to activate these options on you laptop/pc

1. Setup one of the ‘Windows Hello’ options, by going to your Windows settings -> Sign-in Options and set

up one of the below methods:

@

Home

[

Accounts

x> B »2 0

Q

Your info

Email & accounts

Sign-in options

Access work or school

Other users

Sync your settings

Sign-in options
Manage how you sign in to your device

Select a sign-in option to add, change, or remove it.

e o«  Windows Hello Face

Sign in with your camera (Recommended

Windows Hello Fingerprint

Sign in with your fingerprint scanner (Rec

9)

ommended)

Windows Hello PIN

Sign in with a PIN (Recommended

ﬁ Security Key
Sign in with a physical security key

Password

Sign in with your account’s password

Picture Password

Swipe and tap your favorite photo to unlock your devic

2. Gotothe page https://webgate.ec.europa.eu/cas/login and connect withyour EU Login.

3. Once successfully authenticated, move the mouse over the gear at the top right corner to display the
menu and select "My Account".

4. Click on "Manage my Security Keys and Trusted Platforms".

@

My account details

o

Manage my mobile
devices

[ =)

=
Link my elD

You can link your eiD o your EU
Login account

Configure my account

My Account

o o

Delete my account

Manage my Security
Keys and Trusted
Platforms

G ..

Manage my mobile
phone numbers
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5. Select the option to 'Add a Trusted Platform'.

Manage my Security Keys and Trusted Platforms

L | @

Add a Secunty Key Add a Trusted Platform

¢ My Account

6. Give your device a name.

Add a Trusted Platform

Please give a name to your Trusted Platform.
Your device name

MyDevice l

m canee!

7. The system will detect which method you have activated using Windows Hello.

‘Windows Security

Making sure it's you

Set up Windows Hello to sign in to ecas.ec.europa.eu as
=T

This request comes from Firefox, published by Mozilla
Corporation.

| forgot my PIN

Cancel

8. You hawe now finalized the set up to use Trusted Platform as your two-factor authentication method.
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