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Dear reader,

This brochure will give you some initial indications about the vast possibilities of the Arachne
risk-scoring tool and how to profit from its innovative and sophisticated features.

For the first time in the context of EU cohesion policy, the common provisions regulation ' for
2014-2020 contains an explicit legal requirement for managing authorities to put in place
effective and proportionate anti-fraud measures taking into account the risks identified . In
an attempt to help Member States to fulfil this legal requirement and to enable the managing
authorities to gear their administrative efforts towards monitoring the most risky projects,
the European Commission has developed Arachne in cooperation with some Member States
and with the help of external specialists. By facilitating the identification of up-to-date risks
through more than 100 indicators with just a few clicks, it will give managing authorities an
efficient tool to prevent and detect errors and irreqularities and to identify risk of fraud.

Errors and irregularities represent large amounts of financial resources that may have a
potential negative impact on the European Union’s financial interests. When an irregularity is
detected, the undue payments are taken back from the project or country at fault. In the area
of shared management (cohesion, agriculture, pre-accession, etc.), the competent authorities
in Member States are responsible for recovering the funds from the beneficiary and initiating
any administrative or judicial follow-up.

An irreqularity is when a beneficiary does not comply with the EU rules and requirements linked
to the spending of EU funds, with a potentially negative impact on EU financial interests.
Irreqularities are often the result of genuine errors such as not filling out a form correctly or
not respecting the proper tendering procedure.

Fraud is a deliberately committed irreqularity constituting a criminal offence. When reporting
an irreqgularity to the Commission, Member States must indicate whether any fraud is
suspected or established in each case.

(*) Regulation (EU) No 1303/2013 of the European Parliament and of the Council of 17 December 2013.

() Further guidance for Member States on the implementation of the legal requirements under Article 125(4)(c) of
the common provisions regulation can be found here:
http://ec.europa.eu/regional_policy/en/information/legislation/guidance


http://ec.europa.eu/regional_policy/en/information/legislation/guidance

The European Commission is convinced that managing authorities can substantially improve
their current risk analysis by adopting and systematically using Arachne. The outcome of
pilot tests in some Member States has already proved the efficiency and effectiveness of
this tool in the prevention and detection of irreqularities and identification of the risk of
fraud. The European Commission offers Arachne free of charge to managing authorities, and
guarantees technical assistance and training in Member States.

We invite Member States to seize this unique opportunity and benefit from a cutting-edge
tool that contributes to reducing error rates and preventing the potential interruption or even
suspension of payments.



Introduction

What is Arachne?

Arachne is an integrated IT tool for data mining and data enrichment that has been
developed by the European Commission since 2009, aimed at supporting managing autho-
rities and intermediate bodies in their administrative controls and management checks on
European Regional Development Fund, Cohesion Fund and European Social Fund projects.

Considered by the European Commission as a good tool amongst anti-fraud measures, this
powerful risk-scoring tool generates more than 100 risk indicators sorted into specific risk
categories to help managing authorities and intermediate bodies to prevent and detect errors
and irregularities among projects, beneficiaries, contracts and contractors.

Arachne is already operational and as of September 2015 was being used/tested by 21
Member States, but any input and feedback from users on functional improvements can
continuously enrich its development for the benefit of all users.

A user-friendly tool for managing authorities

According to Article 125(4)(c) of Regulation (EU) No 1303/2013, the common provisions
reqgulation, managing authorities have to ‘put in place effective and proportionate anti-fraud
measures taking into account the risks identified’. Applying Arachne in the management
and control system is optional for the managing authorities but it is recommended that it
becomes a part of effective and proportionate anti-fraud measures.

Arachne systematically assists managing authorities and intermediate bodies to increase
the effectiveness and efficiency of their management verifications. Thereby, error rates
and irregularities could be reduced. The costs and administrative capacity of the management
verifications can subsequently be better geared towards prevention and detection of
irregularities, and possibly help in the identification of risks of fraud and corruption.

The evolution of risk indicators in Arachne facilitates the recording and presentation of the
results of increased effectiveness and efficiency of management verifications over time.
Indeed, the case management system, when applied correctly, offers the user the means to
demonstrate actions taken on risky projects and contracts. The prevention and detection of
risks will also decrease the operational programme(s)’ overall risk score.

Managing authorities and intermediate bodies can perform improved ex ante checks before
the signature of grant agreements or contracts based on the calculated risk indicators and
affinity diagrams provided by Arachne.

Member States can adopt an operational cutting-edge risk-scoring tool free of charge. Once
managing authorities decide to use Arachne, the European Commission can provide technical
support for the implementation and further training for users.



Introduction

Supportive of management verifications

This brochure outlines the vast potential of Arachne for assisting managing authorities and
designated intermediate bodies for their management verification processes.

The Arachne tool systematically provides highly valuable risk-based information on project
beneficiaries, contractors and subcontractors during the phases of selection, approval and
implementation of operations.

During selection and approval Arachne helps managing authorities and intermediate bodies
to identify risks related to conflict of interest, to non-compliance with State aid rules or to
the operational, administrative and financial capacity of companies to undertake operations
co-financed by the European Union.

In the same vein, verifications during the implementation of operations can be remarkably
enriched with the information provided by Arachne. Several risk indicators provide valuable
alerts on potential errors or irregularities for verification areas such as public procurement,
eligibility of operations, concentration of projects and stakeholders or performance indicators.
Certification and audit may also benefit from the opportunities provided by Arachne.

Throughout the whole cycle of project management, Arachne also offers a means for
systematic monitoring of indicators and accessing information on the most risky projects
and contracts over time. On an aggregated level, the tool can also display the historical
evolution of risks of an operational programme, facilitating the registration and communication
of positive results on the improvement of the effectiveness and efficiency of management
verifications.

This brochure does not aim however at explaining the functioning of Arachne or at offering
a comprehensive overview of all technical possibilities (this information can be found
in the ‘Arachne client user manual’). Only some of all the possible checks that could be
undertaken by managing authorities are displayed. Furthermore, the Arachne tool does not
supply any evidence of error, irregularity or fraud. The professional judgement of the Arachne
user during management verifications and other checks is essential to establish the actual
evidence. Nevertheless, Arachne provides a valuable orientation for better targeting and
prioritising your resources for management verifications.

Project cycle phases and management verification processes

Selection Implementation Certification
Approval ’ Audit
Admissibility Project Risk Monitoring Positive impacts
Conflict of interest Eligibility
State Aid Public procurement

Performance Indicators 7
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Selection Approval
Admissibility
Economic operators in serious financial distress

Managing authorities or designated intermediate bodies have the responsibility to satisfy
themselves that the beneficiary has the financial capacity before the approval of the operation ©.

Moreover, during the selection and approval of operations, managing authorities or designated
intermediate bodies shall check if, according to their national procurement law, a beneficiary/
contracting authority excluded an economic operator from participation in a procurement
procedure, where:

> ‘The economic operator is bankrupt or is the subject of insolvency or winding-up
proceedings, where its assets are being administered by a liquidator or by the
court, where it is in an arrangement with creditors, where its business activities are
suspended or it is in any analogous situation arising from a similar procedure under
national laws and requlations’ .

Parent
VPI Bankruptcy score

Organisation
. - Beneficiary E
Subsidiary A Subsidiary B Subsidiary C Subsidiary D Subsidiary E Fz

L 17
Fis

i

20

Subsidiary D-1

In the data extraction shown above, Arachne displays the risk of an economic operator going
bankrupt — in this case, the project beneficiary has a high risk of going bankrupt within the
next 12 to 18 months. This risk indicator is calculated on the basis of the evolution of the
publicly available financial data available for close to 180 million companies from some
60 countries. Furthermore, the graph representing the overview of the beneficiary’s related
companies makes it easier to understand the financial situation of the entire undertaking.

u

Article 125(3) of Commission Regulation (EU) No 1303/2013.
Article 57 of Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on procurement by
entities operating in the water, energy, transport and postal services sectors and repealing Directive 2004/17/EC.

=



Selection Approval
Economic operators convicted for crimes

During the selection and approval of operations, managing authorities or designated
intermediate bodies should verify in the light of national procurement laws if a beneficiary/
contracting authority is excluding an economic operator from participation in a procurement
procedure where:

>> The economic operator or any member of the administrative, management or
supervisory body of that economic operator has been the subject of a conviction by
final judgment for participation in a criminal organisation, corruption, fraud, terrorist
offences, offences linked to terrorist activities, money laundering, terrorist financing,
child labour or other forms of human trafficking ©.

Arachne risk indicators contain information on the involvement of economic operators and
their staff in sanctions, enforcement and adverse media lists, together with links to the
original sources. Entities and individuals are associated with different — suspected — crimes,
such as money laundering, fraud, organised crime, bribery, embezzlement or tax evasion, and
a summary of the case is provided.

World Compliance entry #3677649
Name ortractor Involved < Remarks >
Source Website According to adevarul ro; December XX X30(0X  Contractor Involved is accused of

) organized crime. During 2008-2012, C|  was member of a criminal organization which
Category  AdverselMedia members alleaedly threatened and forced several local businessmen to pay protection fees.
Mareover, the criminal group members are also accused of extortion, tax evasion, abuse of

Sub-category office, embezzlement, money laundering and other serious crimes. The overall damage caused
by the group’s activity estimates at EUR 1min.

Postion(s)  Accused of organized crime -

The example above shows a case where a contractor has been accused of organised crime,
and the links of the media source. The existence of a conviction by final judgement for such
a crime is worth verifying. You can then use information on Arachne to more effectively and
efficiently target verifications.

Q] Article 57 of Directive 2014/24/EU.

10



Selection Approval

Economic operators convicted for tax evasion

Managing authorities or designated intermediate bodies should verify in the light of national
procurement laws if a beneficiary/contracting authority has excluded an economic operator

from participation in a procurement procedure where:

> ‘The economic operator is in breach of its obligations relating to the payment of
taxes or social security contributions and where this has been established by a judicial

or administrative decision having final and binding effect’ ©.

kaernten

Finanzstrafverfahren gegen Investoren

Die Staatsanwaltschaft Klagenfurt hat ein Finanzstrafverfahren gegen die
von XXX XXXXXX vertretenen Investoren beim 000 0000000 wegen
moglicher Steuerhinterziehung eingeleitet. Betroffen sind unter anderen
Beneficiary und YYYYYYYYYYYYY, nicht ermittelt wird gegen 2277 7777777.

By using the Arachne risk indicator ‘involvement in adverse media list’, you can also find
relations between economic operators (beneficiaries, contractors, subcontractors) and tax
evasion cases, together with links to the original sources and a summary of the cases.

World Compliance entry #5328713
Mame Beneficiary involved
Source Website
Categony AdverseMedia Sub-categony Eribery
Position(s) Charged with bribery - October 2013 20151111
Remarks

lccording to zpravy ihned cz; October 08, 2013: in October 2013, X0000000 a.s.. the biggest YWY vYvy
construction firm, was charged with bribery and scheming in public tender. According to the prosecution,
the MOD000N compary’s senior officials provided bribes to obtain for 20000000 3 5. public contract for the
planned reconstruction of the pavilion of the ENT department of the Regional Hogpital in YYYY | that should

be cofinanced from EU funds.

Media links
| hitpreistrik penize cz/0001 |

The example above shows a case where a beneficiary has been charged with bribery, and the
links of the media source. The existence of a conviction by final judgement for such a crime is
worth verifying. You can then use information on Arachne to more effectively and efficiently

target verifications.

®) Article 57 of Directive 2014/24/EU. 11



Selection Approval

Conflict of interest

For the purpose of selection and approval of operations, managing authorities or
intermediate bodies should verify according to their national procurement law if the benefi-
ciaries/contracting authorities ‘take appropriate measures to effectively prevent, identify and
remedy conflicts of interest arising in the conduct of procurement procedures so as to avoid
any distortion of competition and to ensure equal treatment of all economic operators’ .
The European Commission considers the use of Arachne to be an appropriate such measure.

’ Project Tango Country (Company)
e [ | Country X
@ I:l Country Y
I Country Z

Beneficiary X

Contractor Y

=]

Person 1 Person 2

Function (standardized) (Private link)
CO m pa n V H . Senior management - Unspedified executive
I:‘ Senior management - Representative

. Owners / Partners [ Shareholders / Founders - Owner f Partner / Shareholder f Founder

Conflict of interest relates to ‘any situation where staff members of [..] a procurement
service provider acting on behalf of the contracting authority who are involved in the conduct
of the procurement procedure or may influence the outcome of that procedure have, directly
or indirectly, a financial, economic or other personal interest which might be perceived to
compromise their impartiality and independence in the context of the procurement pro-
cedure’ ®. In such cases, managing authorities or designated intermediate bodies should
verify according to their national procurement law if the beneficiary/contracting authority has
excluded economic operators from a procurement procedure.

In order to detect such situations of undisclosed conflict of interest, Arachne can reveal legal
links between potential and actual project stakeholders taking into account external data
from official company registers throughout the world via Orbis and internal data submitted

() Article 24 of Directive 2014/24/EU.
8) Article 57 of Directive 2014/24/EU.

12



Selection Approval

by the managing authority (for more details please see ‘Project risk monitoring’ in the
‘Implementation’ section). While some national databases already show these links, Arachne
has in fact a larger European scope. In the Tango project example on the previous page, a
direct legal link between person 1 (project beneficiary) and person 2 (project contractor) is
found through company H, which is located in another country than that of the beneficiary.
The existence of a conflict of interest in this example is worth verifying. You can then use
information in Arachne to more effectively and efficiently target verifications.

State aid

Compliance with de minimis rules

According to the Treaty on the Functioning of the European Union (TFEU) ©, competition
in the internal market cannot be distorted through public investment by favouring certain
undertakings (enterprises) or the production of certain goods, except in some compatible cases
put forward in Article 107 of the TFEU for which national and EU State aid rules shall apply.

Single undertakings are defined in Regulation (EU) No 1407/2013 as ‘all enterprises having [among
others] [..] a majority of the shareholders’ or members’ voting rights in another enterprise’ 9.

In the example below, the local view of subsidiary G shows it belongs to a larger group
constituting a single undertaking that has been awarded two more projects through subsi-
diary A and subsidiary C. Arachne does not allow identification of the amounts of national
funding granted to the enterprises but the graphical information allows managing authorities
to identify the actual single undertakings and the projects they implement.

Local View Branch G : Number of projects & shareholding

Company B

Company A

Shareholding

Subsidiary A Subsidiary B Subsidiary C Subsidiary D Subsidiary G Subsidiary E Subsidiary F Subsidiary H

Number of Projects

Branch GA Branch GB

(°) Consolidated version 2012.
(1) Article 2(2) of Regulation (EU) No 1407/2013 of 18 December 2013 on the application of Articles 107 and 108 of the Treaty on
the Functioning of the European Union to de minimis aid. 13



Selection Approval

Compliance with specific State aid provisions on the size of undertakings

Managing authorities are responsible for verifying the cases where State aid can favour
some undertakings without disrupting competition in the internal market. These cases are
laid down in Regulation (EU) No 651/2014, establishing 13 aid categories and detailing their
specific provisions Y. Within these categories, the intensity of aid (percentage over eligible
cost) that can be allocated to an undertaking may vary according to its size, i.e. whether it is
a micro, small, medium or large enterprise.

In the past, the European Commission has identified the recurrence of excesses in allowed
aid ceilings due to the fact that a company does not qualify as a small or medium-sized
enterprise (SME) and therefore is not entitled to an SME bonus 2. Arachne contains relevant
information on some 180 million companies worldwide, including their size, that is just a few
clicks away.

Disclaimer: Data on companies is updated quarterly, therefore a small time gap may disturb
information.

Search for companies

%

Name Contains Empresa H ASC/DESC
Company name (E.C.) (Select oper) - Sort Field 1| Name @
Courtry Within Sort Field 2
Courtry (EC) Witkin Sort Feld 3
Compary city (Select oper.) hd Reset ] [ e J
City (EC) {Select oper) -
Unique identification number (Select oper.) -
VAT Mumber (EC.) (Select oper.) -
4| 1] o
Unique VPI
Company identfication BvD Size Courtry Company city Bankruptcy
number score (1-20)
# Empresa H DE1234563 L - Very lange}, GERMANY KOLN 1
AT1000-100 LLSTRIA SPITTAL/DRAU
Empresa H34A SE255587445 SM - Small YWEDEN KUMLA 14
Empresa H DK999-987444 5M - Small ENMARK TRIGE 18
Empresa H SE10101010 SM - Small JWEDEN
Empresa Haster RSTRTS55 ME - Medium  $ERBIA BEOGRAD (NOVI BEOGRAD) 18
SA Empresa H PLS878543210 POLAND WARSZAWA
Empresa H RSXYZ000000 SERBIA BEOGRAD-NCOVI BEOGRAD 18
(1) Chapter Il of Commission Regulation (EU) 651/2014 of 17 June 2014 declaring certain categories of aid compatible with the
internal market in application of Articles 107 and 108 of the Treaty.
(2) Guidance for Member States and programme authorities. Management verifications to be carried out by Member States on

operations co-financed by the Structural Funds, the Cohesion Fund and the European Maritime and Fisheries Fund (EMFF) for the
2014-2020 programming period. EGESIF 14-0012.

14
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Implementation

Project risk monitoring

During the implementation phase, managing authorities have critical responsibilities regar-
ding the financial management and control of the operational programme. Among them,
they ‘shall verify that the co-financed products and services have been delivered and that
expenditure declared by the beneficiaries [..] complies with applicable law, the operational
programme and the conditions for support of the operation’ **. They shall also ‘put in place
effective and proportionate anti-fraud measures taking into account the risks identified’ 4.
The applicable law concerns EU and national rules related to chapters such as eligibility
of operations and operators, public procurement and State aid rules, or the fulfilment of
performance indicators.

Arachne is a valuable management tool displaying more than 100 risk indicators grouped in
the seven aggregated risk categories shown in the example: public procurement, contract
management, eligibility, performance, concentration, other (reasonability) risks and
reputational and fraud alerts.

Projects (global) - Risk indicators dashboard

Mame (generic) = =3 g¥ | =2 | & =g Project type
g g = e 7 g = g s g =
I g 8 3z 3%

454 Soig S0 404y Soig S0 zeig 50 ESF

5@ Sog S0 406 Soeg S50 zeig 50 ESF

454 Soig S0 404y Soigr S0 2eig 50 Road

43 6@ 5o0ip 40 g 406 50 450 23ig 50 Road

47 igy Soig S50 406 Soig Soig £ig 50 SME

42 igh 50 ig 50 g 40 g 50 igh 50 ig = 50 Solid waste

L0 Soig Soi@ 4003 334 Soi@ i@ 50 SME

25  30ig@ 45 2100 16i@ 400 133 35 Solid waste

20 25im 12> 213 25( Z5ig &1 26 ESF

16 25i@ T 16 23 5 202 21 \Water waste / supply
13 18D 16D 16D 15i@ &g 30 20 Water waste / supply

B

Green Project
Black Project

B B

“ellow Project
White Project

B B

Orange Project

=]

Red Project

(2]

Brown Project

(2]

Indigo Project

[Ex]

Wiolet Project

[Ex]

Pink Project

coocoCcooOOOUO

[Ex]

Gray Project

This information is based on a synthesis of sources that is frequently refreshed. These
sources include two external databases (Orbis and World Compliance) on public reputational,
financial and person-related information for economic operators that are refreshed quarterly,
and the internal Arachne database, which is constantly fed by managing authorities with
data on projects and contracts. These sources are combined weekly to refresh risk scores.
Projects are listed and ranked by risk score, and users can filter them by their name, country
(as in the example), programme, cost and type of beneficiary or type of project, among other
possibilities.

This information may help to orient the verification efforts of managing authorities towards
the most risky elements in projects. With a click, aggregated risk categories can be broken
down and specific information provided on what triggered the risk alert.

(&3] Article 125(4)(a) and 5(1) of Commission Regulation (EU) No 1303/2013.
(*4) Article 125(4)(c) of Commission Regulation (EU) No 1303/2013.

16



Implementation
Eligibility

Managing authorities are responsible for ‘verifying that [..] expenditure declared by the
beneficiaries [...] complies with applicable law, the operational programme and the conditions
for support of operation’ **. These requirements concern among other things the eligibility of
expenditure for operations under the Structural Funds. National rules on eligibility are diverse,
although they are complemented by some specific rules laid down in the common provisions
requlation *® and fund-specific requlations.

Focusing on a specific rule with a European dimension, non-eligible expenditures include ‘the
purchase of land [...] in the amount exceeding 10 % of the total eligible expenditure for the
operation concerned. For derelict sites and for those formerly in industrial use which comprise
buildings, that limit shall be increased to 15 %’ 7.

In the example below, Arachne provides information on the ratio of expenditure paid for the
purchase of the land per project to the total cost of the project. This risk indicator can help
managing authorities to spot threshold overspending.

Land expenses vs project cost
Name (genenc)
2 Alert Value
& Project cost 84,323.00

Omega Project @ 20 ‘ Land purchase cost 20,000.00
Percentage Land cost vs Project cost 2372

Calculated Score: 10 &

In addition, Arachne offers several indicators linked to eligibility, as shown below, that could
alert managing authorities about irreqgularities or signs of fraud within the different legal
frameworks of the Member States.

Projects (global)

b

&
wE
Name (generic) é %’l
e
H
= @
Alpha Project - 50 g 10 @ o i@ 10 = 10 -
Alert Value Alert Value
Project Start date 172720012 Project cost 350,000.00
MNb of expenses linked to the project 377 MNb of expenses linked to the project 52
Nb of expenses with complete date information 377 Mb of expenses with amount information 52
MNb of expense with only the invoice date information o Mumber of expenses with round amourts 30
Number of invoices before start date 23 Total amaount 420,000.00
MNumber of payments before start date 24 Amount of expenses with round amount 257.000.00
Total amount 506,116.45 Percentage amount of expenses declared vs Project cost 120.00
Amount of invoices before start date 5460224 Percentage of expenses with round amourts 7343
Amourt of payments before start date 55.548.31
(*%) Article 125(4)(a) and 5(1) of Commission Regulation (EU) No 1303/2013.
(16) Article 125(1) of Commission Regulation (EU) No 1303/2013.
() Article 69(3)(b) of Commission Regulation (EU) No 1303/2013.

17



Implementation

Public procurement

Managing authorities are responsible for ‘verifying that [..] expenditure declared by the
beneficiaries [..] complies with applicable law’ *®, including EU and national rules on public
procurement guaranteeing an equal, non-discriminatory, transparent and proportionate
treatment to all economic operators. Arachne can inform managing authorities of a variety
of risky situations that may better drive their verifications on public procurement rules.

The example below focuses on the legislation on procurement common to the whole EU.
Directive 2014/24 sets the conditions under which the use of negotiated procedures is
allowed. Negotiated procedures are limited to a few cases, such as regarding ‘works, supplies
or services where, in response to an open or a restricted procedure, only irregular or unaccep-
table tenders are submitted’ *°, or ‘for reasons of extreme urgency brought about by events
unforeseeable by the contracting authority’ ?® preventing compliance with time limits.

Contracts procured via negotiated,
restricted procedure or direct award

Projects (global)

o=

Name (generic)

Procurement
Overall Score
vs racenad
Mumber of
valid tenderers

Contracted ™

Financial

tender
addenda
compoared to.

& Gamma Project i 330 - - 1o/ 100 — @ o
Values |

Alert Walue
Total amount of contracts procured via 698663819
negotiated or restricted procedure

Project cost 11,942 582 .30
Ratio contracted amourts and project cost 0.55
Awerage of the ratio in the peer group 0.03

Arachne can raise alerts on an abnormally large number of contracts procured via negotiated
procedure (restricted procedure and direct award) per total project cost, in relation to a peer
group of projects within an operational programme and a sector. Managing authorities could
therefore find it appropriate to concentrate their verification resources on these elements.

(8) Article 125(4)(a) of Commission Regulation (EU) No 1303/2013.
() Article 26(4) of Directive 2014/24/EU.
() Article 32(2) of Directive 2014/24/EU.

18



Implementation

Performance indicators

Performance also constitutes a central aspect of managing authorities’ functions, since they
‘shall verify that the co-financed products and services have been delivered’ Y and that they
are ‘in accordance with the principle of sound financial management’ 2

Verifying project performance during implementation is essential to prevent suspension or
financial corrections to the programme from being applied by the European Commission.
Indeed, ‘where there is evidence, resulting from the performance review in 2019 for a priority,
that there has been a serious failure in achieving that priority’s milestones relating only to
the financial and output indicators and key implementation steps set out in the performance
framework and that failure is due to clearly identified implementation weaknesses, which the
Commission had previously communicated [..] the Commission may [..] suspend all or part
of an interim payment of a priority of a programme’ ®*. Similarly, at the end of the period,
following serious failure to achieve the targets after examination of the final implementation
report, the Commission may also apply financial corrections 4.

Projects (global) Number of people trained vs to be trained

= ool o
Us |5c Values
: E®w |&

MName (generic) = g —E Mert Walue
d 5 = MNumber of people trained 33
MNumber of people to be trained 38
. Percentage of people trained 100.00
+ Delta Project e o@ o0 * Ehagict peimns 8074
Difference between project progress -15

and number of people trained

Projects (global) Project total cost / Energy decrease in housing sector

T Values
95 g
Mame (generic) EE Aet ki
2E | Project cost 158,000.00
a8 | &£ Energy decrease (kWhyear) 2
) ) Ratio project cost and energy decrease 79,000.00
v Epsilon Project @ 10/ 10 * Average of the ratio in the peer group 34.25357

Arachne includes specific performance risk indicators applied to different programme
priorities. These alerts can inform managing authorities at a glance about unusually large
performance deficiencies that projects might have across the whole programme in real time,
so that action can be taken before arriving at a scenario of suspension or financial corrections.
The examples shown above concern a project supported by the European Regional
Development Fund and one supported by the European Social Fund.

(] Article 125(4)(a) of Commission Regulation (EU) No 1303/2013.
(%) Article 125(1) of Commission Regulation (EU) No 1303/2013.
(*) Article 22 of Commission Regulation (EU) No 1303/2013.

(G Article 22 of Commission Regulation (EU) No 1303/2013.
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Implementation

Concentration

During the implementation phase of a project cycle, managing authorities can also have
access to concentration alerts that can direct officers’ attention to hotspots during their
verifications. These alerts refer, among other points, to the concentration of economic
operators in projects or programmes.

Indeed, as stated in Directive 2014/24/EU, ‘there is a strong trend emerging across public
procurement markets towards the aggregation of demand by public purchasers, with a
view to obtaining economies of scale, including lower prices and transaction costs, and to
improving and professionalising procurement management. This can be achieved by
concentrating purchases either by the number of contracting authorities involved or by
volume and value over time. However, the aggregation and centralisation of purchases
should be carefully monitored in order to avoid excessive concentration of purchasing power
and collusion, and to preserve transparency and competition, as well as market access
opportunities for SMEs’ %),

Mame (generic)

Cancentration
Overall Score

Project ABC - S0 106 106 106 1000 - - -

Project MMO [] 37 10 g 10 g 106 o - - -
Project XyZ [i] 25 g o g o g 10 100 - - -
Tables
List of projects List of Operational Programs gk
1 Technical Assistance - Phase 1 2007X2161P0001 i
2 Project 1000 2007X2161P0001
3 Project 1250 2007X2161P0002
4 Technical Assistance - Phase 2 200?7“15‘1F’0002 -
Mame Value Description
[E Concentration Cverall Score Q 50 Concentration Cwverall Scare
Beneficiaries involved in multiple.. @ 10 Beneficiaries invalved in multiple projects
Beneficiaries involved in multiple.. @ 10 Beneficiaries involved in multiple OPs
Partners invalved in multiple proje... @ 10 Partners involved in multiple projects

Arachne can detect whether an entity is acting as a beneficiary, contractor or project partner
for multiple projects, within the same or in several operational programmes, in addition to
the involvement in multiple projects of staff or management of the entity. These alerts allow
managing authorities to focus the resources on projects presenting, for instance, the risk of
double financing.

(%) Directive 2014/24/EU.
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Certification
Audit

Positive impacts




Checks undertaken by managing authorities and their intermediate bodies throughout the
selection, approval and implementation phases of a project cycle with Arachne may have
a very positive impact on the findings of certifying and audit authorities concerning the
verification of programme operations and the functioning of managing authorities.

More specifically, certifying authorities are more likely to certify to the European Commission
that payment applications submitted ‘have been subject to verifications by the managing
authority’ (°®) and audit authorities may endorse the ‘proper functioning of the management
and control system of the operational programme’ to the European Commission %7,

Managing authorities have the duty to ‘put in place effective and proportionate anti-fraud
measures taking into account the risks identified’ according to the common provision
regulation for the 2014-2020 period. Arachne is a good example of such a measure, allowing
managing authorities to easily access rich and targeted information on economic operators
involved in projects.

In this respect, the tool enables managing authorities to identify risks during the selection
and approval phase concerning ‘the administrative, financial and operational capacity to fulfil
the conditions [..] before the approval of the operation’ ?®®, scan possible scenarios where
national public procurement rules on public procurement may exclude economic operators
from participating in programme operations or clearly detect previously concealed information
that may conflict with State aid rules.

Furthermore, during the implementation phase of a project cycle, managing authorities can
access a useful set of risk alerts that can direct officers’ attention to hotspots during their
verifications. These alerts refer to different issues in public procurement, the eligibility of
operations and operators, output performance, the concentration of economic operators in
projects or programmes, deviations from the average type of cost shares or the deteriorating
financial and legal reputation of economic operators. Beyond the static picture, the constantly
updated databases allow for verification of the evolution of risk at project and programme
level.

Overall, the integration of Arachne in the management and control system and its systematic
and consequent use by managing authorities, intermediate bodies and possibly certifying
and audit authorities can make a remarkable contribution to reducing error rates. Therefore
Arachne provides a substantial contribution to the functioning of the whole management and
control system.

(%%) Article126 of Commission Regulation (EU) No 1303/2013.
(%) Article127 of Commission Regulation (EU) No 1303/2013.
(28) Article125(3)(d) of Commission Regulation (EU) No 1303/2013.
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Arachne is being developed further and the participation of Member States in this process by
adding functions or risk indicators is welcome.

Historical data — audit trail

Arachne will keep a log of the risk evolution (overall, main categories, individual risk indicators), with
all the details used to calculate the risk scores and the data deliveries since records were kept.

The new functionalities will allow retrieval of the evolution of the risk scores (global and
individual) of a project, contract or beneficiary, the risk indicator scores and details applicable
on a specific date, the statistics/evolution at programme level and the export of the historical
data to xls or .txt files.

Ex ante risk calculations

Ex ante risk calculations will allow managing authorities to calculate potential risks in the
pre-selection process before the contract or the grant agreement is signed in order to know
in advance what risk(s) could be linked to a candidate or applicant following a publication.
The calculations focus on reputational and fraud risks, on the validation of the turnover of the
beneficiary and the project amount and on the concentration on beneficiary and candidates
(role as contractor/subcontractor).

Arachne’s migration towards a web application

The local client interface of Arachne will be replaced with a web application taking into
account all the security and implementation rules defined by the European Commission.

The case management system will allow every user to create cases and to add comments
although only a user assigned to a case will be able to propose its closure. In addition, an
unlimited number of supervisors (with a fallback mechanism) could exist for an operational
programme or group.

The interface and documentation of Arachne will be made available in other languages,
through a flexible solution which will allow a new language to be added at very short notice.
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HOW TO OBTAIN EU PUBLICATIONS
Free publications:

one copy:
via EU Bookshop (http://bookshop.europa.eu);

more than one copy or posters/maps:

from the European Union’s representations (http://ec.europa.eu/represent_en.htm);

from the delegations in non-EU countries (http://eeas.europa.eu/delegations/index_en.htm);
by contacting the Europe Direct service (http://europa.eu/europedirect/index_en.htm) or
calling 00 800 6 7 8 9 10 11 (freephone number from anywhere in the EU) (*).

(*)The information given is free, as are most calls (though some operators, phone boxes or hotels may charge you).
Priced publications:

via EU Bookshop (http://bookshop.europa.eu).




The European Commission has developed Arachne, a risk-scoring tool addressed to the
managing authorities and intermediate bodies for projects funded by the European Social
Fund, European Regional Development Fund and Cohesion Fund that is seen as one of the
tools for ‘effective and proportionate anti-fraud measures’ according to Regulation (EU) No
1303/2013. In addition, Arachne can boost the effectiveness and efficiency of management
verifications and help to reduce the error rate and detect and prevent potential irregularities
in projects or contracts.

More than 100 adapted risk indicators and a wide network of linkages between individuals and
organisations generate alerts about irregularities and risks of fraud during the selection and
approval of operations, as well as during their implementation. Managing authorities and
intermediate bodies can use these alerts to better target their administrative efforts to guarantee
sound financial management of European Union funds.

Although different tools can constitute an ‘effective and proportionate anti-fraud measure’,
the adoption of Arachne presents remarkable advantages for Member States. As a result of
its investment in world-class technical capacity since 2009, the European Commission has
already produced a final product. It can also provide technical assistance in supplying data from
your own database to Arachne, come and install the system on the spot and offer training
at your request.

The European Commission is convinced of the positive legal and financial impacts that the
implementation of this tool will represent for the first-level control of the programmes.
Therefore, we warmly encourage all managing authorities and intermediate bodies implementing
these projects to adopt Arachne.
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