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Brief introduction - TESTA Objectives & Mission

TESTA Objectives The mission of TESTA

is to
The TESTA network born on the initiative the Member
States in the context of IDA programme and is how a TE .
ration
solution supported by the ISA2 programme as key and Fac;;:;:z::m:lebl?: o
generic interoperability enablers. P

administrations in various
policy areas

TESTA (Trans European Services for Telematics Consolidate existing
between Administrations) is a communication networks by providing a
platform to exchange electronic data between secure, reliable and
European and Member States administrations in a flexible communication
secure, reliable and efficient way. service layer
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Brief introduction - A brief history...
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Brief introduction — Multiple communities of interests

Central
Services

> 110 sites 7 TESTA :
EuroDomain TESTA  ~ 60sites

EU LISA
(VIS network)

TESTA
NOC/SOC

> 60 sites TESTA Helpdesk > 50 sites
EU LISA TESTA
(SIS II network) EUROPOL
Network

TESTA
Council of the EU
(EXTRANET & > 70 sites
CORTESY)




EN S RL L e  TTo {1, Il Current EURODOMAIN Clients / Profiles

TESTA supports many clients...

Member EFTA 10 ' Bodies
States_ Countries Institutions * 8 national
Countries « EP BRU / i bodies

e 28 MS EP LUX

e EC BRU /
EC LUX

* SGC
e Col
e CoA
» CERT EU

- EEey 14 ISA2

rec & 24 direct

« EIB funding
ISA2

Montenegro: not yet connected




Brief introduction - Why using TESTA today?

@ TESTA is the TRUSTED solution endorsed by the Member States.
Member States are mutually confident to develop and support digital public services using TESTA.

@ TESTA is meant for sensitive pan-European information exchange between
public authorities requiring guaranteed service levels for network availability,
performance and/or security (confidentiality, integrity, authentication, availability).

TESTA allows multi domain policies cross-border trusted exchange of
information between Member States and EU Institutions.

TESTA infrastructure has been built to be subject to a security accreditation
process to allow the exchange of EU classified information up to the
"RESTREINT UE" level.
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Brief introduction - Benefits for you, as...

A pu

Facilitates cross-border and cross-sectoral
cooperation between public administrations in various
policy domains and in the context of non-Community

L projects.

4 N
Allows the Member States to work together more
effectively through effective & better cooperation
between national authorities.

\_ J
4 N

J

generic solutions and consolidates existing parallel
networks by providing a secure, reliable and flexible

building block.
\_

4 N
Creates interoperability at the EU level through shared

J

7

setup, infrastructure and service management for the
Member States.
\_

Offers significant reduction in complexity in terms of

~N

J/

all administrations thanks to the mandatory signature of
a Memorandum of Understanding (MoU) with the
Commission DIGIT.

4 " N
Guarantees the same overall service level between

J

Offers a contractual advantage as contractual
arrangements are centrally regulated by the
Commission which manages TESTA Framework

Contract.

A user you have access to:

a dedicated and private infrastructure - separated
from the Internet, available to all EU Institutions, EU
Agencies and National and European public administrations.

a proven and mature secured infrastructure for the
exchange of non-classified information or for highly
sensitive data in terms of confidentiality and integrity
classification.

a central helpdesk located on the European Union territory
that can be reached on a 24/7 basis, 365 days a year via
phone, mail and web portal and offering a dedicated service
approach, with personalised communication, handling
incident and reporting.

project management and service management facilitating a
quicker go-to-market as no need to build know-how with
teams.
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Brief introduction - IS/Applications using TESTA Eurodomain today

> 120 policies projects
& services

26 Applications
in various EU

policy domains 9 Services at 90 Services
mostly EU Member for
supporting State level European
exchanges Bodies

between all EU
MS
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Brief introduction - TESTA EuroDomain is contributing the Union’s
high political priorities ...

v' European Criminal Records Information Systems (ECRIS),
v" Cross border Police Cooperation combating terrorism and cross border crime (Priim),
v' System of Control of Explosives for the Prevention and Fights against the terrorism (SCEPYLT).

2. Migration by providing secured and reliable communication infrastructure ‘

to information systems in the context of Asylum:

v EURODAC / DUBLINET for the comparison of finger Prints of asylum applications.

/
3. The Internal Market by providing secured and reliable communication
infrastructure to information systems in the context of:

v' Money laundering (Financial Intelligence Network - FIUNET),
v' Free movement of people by supporting the electronic exchange of social security Information
(EESSI).

[
- European
= Commission
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Brief introduction - Eurodomain Success Stories

ECRIS: European Criminal CECIS: Common Emergency
Record Information System Communication and Information System

DUES, Dual Use System
EUCARIS: European Car & Driving

License Information System

which is exsentiel ore
be highty relisbte and to deal with aur load without
are the TESTA PRI and ONS services, to further enhance
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Basics on TESTA Eurodomain Network - Infrastructure

Security

End to end TRUST

By implementing measures &
policies

By auditing

By having bilateral & Legal
agreements

14

EurcDomain characteristics:

Full resilient occess points

Private MPLS based network

Dedicated P range owned by EC

Firewailing & IDS/IPS at all entry points
Separagted from the Internet

Reserved ‘testa.ew’ domain name

2 Dedicated Security Operations Centres (24/7)
2 Dedicated Data Centres

A Local Domain

Local Domain

50C ) )
Security Security Domain

Operation ARAS
Centre Advanced

Indesk Restricted Access
Helpdes Service

TESTA
EuroDomain

Local Domain

CsD
Central
Services
Domain

Local Domain

Local Domain
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Composed of 4 main components:

15

@ Primary Services and Operations Centre in Kosice

Backup Services and Operations Centre in Berlin

@ Primary Central Service Domain in Munich
Secondary Central Service Domain in Vienna

Basics on TESTA Eurodomain Network - Components

Services
Managed Support
Network Services

Mail Relay DNS
Services Services
NTP FTP & FTPS
Services Services
PKI Web Portal
Services Services
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Where to find information
over TESTA ?



Where to find information over TESTA?

Information Dissemination Points

If you want to know more about the TESTA
programme and/or get connected, please contact:

Mr. Philippe Schultz

Philippe.Schultz@ec.europa.eu

Mr. Aldo Grech

Aldo.Grech@ec.europa.eu

Ms. Sophie Devleeschouwer
DIGIT-TESTA@ec.europa.eu

https:/ /portal.testa.eu
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